PHISHING

Scamming in the Digital Age
What is Phishing?

Phishing is the fraudulent practice of sending
emails purporting to be from reputable companies

or organizations in order to obtain sensitive
information from individuals, including user
hames, passwords, credit card humbers, etc., often
for malicious purposes.

In addition to businesses,
governmental entities are lucrative
phishing targets. In 2015, the
Office of Personnel Management
suffered a massive security breach,
as did the Democratic National
Committee in 2016. Smaller
organizations are also appealing
targets, as they house data on

citizens including Social Security g

Phishing attempts
65% rew by 65%
etween 2015 - 2016

and tax information. Hacks against
the Kansas Commerce Department
leaked millions of Social Security
nhumbers across 10 states, while
attacks against the Oklahoma
Office of Management and
Enterprise Services compromised
the personal information of over
430,000 people within the state.

The average phishing
attack costs a mid-
sized company

$1.6 million

76% of businesses
reported being a

victim of a phishing
attack in 2017

30% of phishing
messages get
opened by targeted
users, and 12% of

Who
those users click on

belng the malicious link or
phIShed’ attachment

Phishing rates have
increased across
most industries and
organizations; no
ohe is immune

Nearly 1.5 million
new phishing sites
are created monthly

95% of all attacks on enterprise
networks are the result of
successful spear phishing

Spear Phishing

A variant of phishing where the
perpetrator targets an individual or
specialized group of people (i.e., an
organization) using a more personallzed
approach. Due to its specialized nature,
spear phishing allows a perpertrator to
contextualize their attack in a way that
creates urgency and gets the target to
let their guard down.
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Spear phishing is,
oh average, over
10x more profitable
than mass phishing
campaigns
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Review your emails
carefully and check for
if you cllck on typical phishing clues
links in phlshmg v including poor VIsuaIs and
emails incorrect grammar,
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Download
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- Gary Davis, Intel Security

Disguised or modified
links do not display the
URL in a popup or at the
bottom of the broswer
window when you hover
over them with your
mouse

97% of people
worklﬁlw%de are

unable to

identify a 97%
sophisticated

phishing email

Poorly written
sentences,

Scammers can easily bad grammar

access and include .
official logos or and misspelled
words are

signatures into their : il WOTGS ¢
emails; do not assume 7 Sp°tt|n indications of a

an email is legitimate - phishing phishing scam
because of official- emails
looking graphics

Phishing emails regularly

warnh of sudden changes

to an account and ask Messages requesting

you to act immediately personal information

In order to verify your such as user names,

information passwords, or credit
card numbers are likely
an indication of
phishing attempts

Preventing Phishing
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Update email security Invest in next- Overcome apathy
policies to conform with generation technologies toward email threats
modern threats, and that can defend against targeting government
hold training(s) for corrupted email hetworks

employees on email documents leveraged in

security best practices phishing attacks
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